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Rationale for clarifications:
· A few values have not been obtained from IANA. Given that numbers allocated by IANA can usually be predicted, we can insert tentative values in our TS 33.180 and start using them.
· One of this values to be obtained from IANA indicates the the UID generation defined in clause F.2.1. This scheme should have another name than “URI scheme”, because this scheme does not generate an URI.
· Two of these values are the new MIKEY general extension payload types defined in clauses E.5 and E.6. NB: I don’t understand why TS 33.180 defines two new MIKEY general extension payload types instead of defining two new MIKEY payload types. Is this open for discussion?
· If the SAKKE-to-self payload is defined as a new MIKEY payload type, then the 32-bit header of the MIKEY general extension payload won’t be needed, and some bandwidth is saved
· If the key parameters are included in a new MIKEY payload type, then they won’t need to be in a MCData encapsulated in a MIKEY general extension, and some bandwidth is saved
· Clause E.6.1 does not define all the fields of the MCData Protected Payload to be encapsulated in the MIKEY general extension payload. The values of these fields should probably be ignored by the receiver, but they should be set by the sender. For example “Payload ID” and “Payload sequence number” are designed for the case where the MCData is split over multiple SIP messages, and therefore are useless when it is encapsulated in a MIKEY payload. The Key Parameters IEI is not defined. The MCData Payload IEI and Payload content type are not defined either.
· Clause E.6.3 stores the number of Group IDs in one byte, and the value “0” is allowed, therefore it cannot be 256.

************************ Start of change 1 *********************************
[bookmark: _Toc509325315]E.1.2	MIKEY common fields
 All MIKEY-SAKKE messages shall include the Common Header payload (HDR), Timestamp payload (TS), RAND payload, IDRi payload, IDRr payload, IDRkmsi payload, IDRkmsr payload, SAKKE payload and a SIGN (ECCSI) payload.
Optionally, the MIKEY-SAKKE message may contain a Security Properties payload (SP), a second SAKKE payload (SAKKE-to-self specified in Annex E.5), and a key parameter payload (specified in Annex E.6)
In the MIKEY HDR, the 'data type' shall be '26' (as this is a MIKEY-SAKKE message). The 'V' bit shall be '0'. The 'PRF func' may be '1' indicating the use of 'PRF-HMAC-SHA-256' ('PRF-HMAC-SHA-256' is the only PRF algorithm that is mandatory to support). The 'CS#' may be 0 or more. 
-	Where the 'CS#' is '0', the 'CS ID map type' shall be '1' (empty map) and 'CS ID Map Info' shall have length '0'. This shall imply that default security policies shall be applied (as defined in further clauses). 
-	Where the 'CS#' is greater than '0', the 'CS ID map type' shall be '2' (GENERIC-ID as defined in RFC 6043 [25]).
Each MIKEY message contains the timestamp field (TS). The timestamp field shall be TS type NTP-UTC (TS type 0), and hence is a 64-bit UTC time.
The ID Scheme in the SAKKE payload shall be 'URI Scheme3GPP MCS hashed ID with date' to reflect the generation scheme defined in clause F.2.1.
Editor's note: A new 'ID Scheme' Type value should be requested from IANA in place of the 'URI Scheme' Type value. The only value currently defined in https://www.iana.org/assignments/mikey-payloads/mikey-payloads.xhtml#id-scheme being “1” (scheme named “tel URI with monthly keys”), therefore (until a number is assigned) we will assume that IANA will allocate type “2” for our ID scheme defined in clause F.2.1.
The entire MIKEY message shall be signed by including an SIGN payload providing authentication of the origin of the message. The signature shall be of type '2' (ECCSI).
************************ End of change 1 *********************************

************************ Start of change 2 *********************************
[bookmark: _Toc509325328]E.5	MIKEY general extension payload to support 'SAKKE-to-self'
In some circumstances it is useful for the initiator to be able to decrypt a MIKEY-SAKKE payload and recover the key (as well as the receiver). For example, where the initiating user is attached to the MCX service via more than one MC UE, the other MC UEs associated with the initiating user will also need the key material to be able to join the communication.
To support this scenario, an optional MIKEY General Extension Payload may be added to the MIKEY-SAKKE message. This general extension payload has value type 'SAKKE-to-self'. The contents of the payload will be a full SAKKE payload as defined in IETF RFC 6509 [11]. Within the second SAKKE payload the key (GMK or PCK) shall be encapsulated to the UID generated from the MC identifier associated with the initiating user (either group management server or private call initiator). The ID Scheme in the SAKKE payload shall be 'URI Scheme3GPP MCS hashed ID with date' to reflect the generation scheme defined in clause F.2.1.
Editor's note: A new 'MIKEY General Extension Payload' Type value should be requested from IANA in place offor the 'SAKKE-to-self' Type value. The last value defined in https://www.iana.org/assignments/mikey-payloads/mikey-payloads.xhtml#mikey-payloads-35 is “5”, therefore (until a number is assigned) we will assume that IANA will allocate type “6” for the “SAKKE-to-self” payload.
************************ End of change 2 *********************************

************************ Start of change 3 *********************************
[bookmark: _Toc516675538]E.6.1	General
The parameters associated with the key shall be contained in the 'General extension payload' specified in IETF RFC 3830 [22] using the 'Vendor ID3GPP key parameters' Type value and contained within the signed envelope of the MIKEY-SAKKE I_MESSAGE specified in clause E.2. The format and cryptography of the payload are specified in this subclause.
Editor's note: A new '3GPP key parameters' Type value should be requested from IANA in place of the 'Vendor ID' Type value. The last value defined in https://www.iana.org/assignments/mikey-payloads/mikey-payloads.xhtml#mikey-payloads-35 is “5”, therefore (until a number is assigned) we will assume that IANA will allocate type “7” for the “3GPP key parameters” payload.
The payload consist of a series of information elements. The standard format and encoding rules for the information elements follow that defined for the MCPTT Off-Network Protocol (MONP) as documented in Annex I of 3GPP TS 24.379 [10].
The four octets consisting of the header of the 'General extension payload' shall be formatted according to IETF RFC 3830 [22]. 
The contents of the 'General extension payload' shall be an MCData Protected Payload message as defined in Clause 8.5.4 with the ‘Payload' element consisting of the 'Key Parameters' payload defined in this clause. The ‘Payload ID’ and the ‘Payload sequence number' of the Protected Payload shall be set to '0' by the sender and ignored by the receiver. The DPPK-ID of the Protected Payload shall be the same as the CSB-ID of the encapsulating MIKEY payload. The key encapsulated by the MIKEY payload (e.g. GMK, MuSiK, etc) shall be used to protect the Protected Payload (the Key Parameters payload).
************************ End of change 3 *********************************

************************ Start of change 4 *********************************
[bookmark: _Toc509325332]E.6.3	MC group IDs
The 'MC group IDs' IE is only present in the Key Parameters payload if the key type is 'GMK', 'MKFC' or 'MuSiK'.
The 'MC group IDs' IE shall be of the format specified in Table E.6.3-1.
Table E.6.3-1: MC Group IDs IE content
	Information Element
	Type/Reference
	Presence
	Format
	Length

	Number of Group IDs
	The number of Group IDs in the payload, up to 256at most 255.
	M
	V
	1

	Group ID
	The ID for the group associated with the key.
Clause 15.2.14 of TS 24.282
	O
	TLV-E
	3-x



NOTE:	The Number of Group IDs dictates the number of Group ID information elements that are included in the payload. If the number of group IDs is zero, there will be no Group ID IEs in the payload.
The Group ID payload has the same format as the 'MCData Group ID' payload defined in clause 15.2.14 of TS 24.282.
************************ End of change 4 *********************************

************************ Start of change 5 *********************************
[bookmark: _Toc516675549]E.7	Hiding identities within MIKEY messages
In some public-safety use cases there is a requirement to protect MC Service user IDs in transit. To protect these identifiers in MIKEY-SAKKE messages the following approach may be taken.
The sensitive MC Service user ID in the IDRr or IDRi field is replaced with the UID generated from the MC Service user ID as defined in clause F.2.1. In the former case, the 'role' of the IDRr field is replaced with a role of IDRuidr. In the latter case, the 'role' of the IDRi field is replaced with a role of IDRuidi.
Editor's Note: 3GPP will need to ask IANA to define two new identifier roles, IDRuidr and IDRuidi. The last value defined in https://www.iana.org/assignments/mikey-payloads/mikey-payloads.xhtml#mikey-payloads-40 is “7” and Initiator roles always appears before corresponding Responder role, therefore (until a number is assigned) we will assume that IANA will allocate “8” for “Initiator’s hidden identity (IDRuidi)” and “9” for “Responder’s hidden identity (IDRuidr)”.
[bookmark: _GoBack]************************ End of change 5 *********************************
